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Abstract

This research investigates the development of a monitoring system for information environments
operating behind Carrier-Grade NAT (CGNAT), a significant constraint that prevents direct access from a
central server to client nodes. The study conducts an in-depth comparative analysis of two architectures:
(1) a Pull Model operating over an overlay network utilizing Tailscale technology, and (2) a traditional
Push Model transmitting data via a Pushgateway. Experiments were performed on a live system deployed
on Microsoft Azure, with network conditions simulated using pfSense. The results reveal significant trade-
offs between the two approaches. The Pull Model via Tailscale demonstrates superior performance
regarding alerting latency, real-time data continuity, and enhanced security, as it eliminates the need to
expose public ports. Conversely, the Push Model is distinguished by lower system overhead on client
nodes and greater configuration autonomy. These findings provide guidelines for architectural selection
based on specific use cases. The Pull Model is recommended for scenarios prioritizing high security where
specialized configuration expertise is limited; Tailscale’s underlying Zero Trust Network Access (ZTNA)
simplifies deployment through single-account authentication without complex setup. Alternatively, the
Push Model is ideal for resource-constrained devices, such as 0T, provided that expert personnel are

available to ensure secure configuration.
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1. uni (Introduction)

Tuthgtuszvumeluladasaumaiuiladfyuosnisiuindougsie anseauadn Soanaumasiu
lytuas (Cyber Attack Trends 2025) 31U 2568 §148931n1ayavedd1iniuanuenssuns Mssnwiay
TunsUasndeleuesuriannd (anus.) (National Cyber Security Agency, 2025) wuinn1snenenulaufissuy
Lﬂ%ﬂjwﬁﬁmuﬁuqaﬁu Fanszuuidses (Monitoring System) Waaauandnsedumaiedlifiuiiiens
dmansznusionnuideiuaradaudsmednsivedimmama fatumsaihse Suasianuaniugresszuy
Fadudsinaladlfiiteligauaszuvannsaiuiie mnuiaunduazuilvtlgmldiuieiiaiesdle Aldfuaiy
JYUDYIUNTNA8AD Prometheus Way Grafana S'ﬁaimaﬂﬂﬁazﬁwawu’lugﬂl,l,uu Pull Model (Saputra et al.,
2024; Sirvis, 2021) ¥38A15A9T0YA 59910485 8aUaEN4 Lwidﬂu&mﬁﬁ]ﬁ;ﬂ'uﬁ IPvd v1auaau lHusN1g
duwmesidn druluadwiuanldvalulad Carier- Grade NAT (CGNAT) (Hritcan & Balan, 2024a; netElastic, n.d.)
vinllnundanemalaidl 1P Adu Public IP 1Ju vesfuesdawalit Server drunansliannsadhfadiofstoyals
Hymildmansznulnensaionts vimsdans stuulefiadelmiliinas@uns Monitor 1desnouiianeives
Wﬁmmﬁﬁﬂmﬂugﬂuvv Work From Anywhere (WHA) ‘vﬁaqﬂﬂifﬁ loT (Hritcan & Balan, 2024a; Saputra et al.,
2024) finszaneog auiuiiving q nnsmuNnIITIANTINTkIL TRy dindaduluiimsldituouduu
Aeldnns Push Yoyar1u Pushgateway (Hellstern, 2022; Prometheus, n.d.a) %dLLﬁﬁ]a‘:‘d’JEﬂﬁﬁ\‘i‘aj@yjﬂa@mﬂlﬁ
usifuan afeamndssiunasndsainnsdane smansisas 1y Port 9091 tesudeyaanaeuen
Dumsiiuiufinislaud (Attack surface) lfurszuu wenaninisldimalulad Virtual Private Network (VPN)
LLUUégatﬁul,ﬁaa%ﬁﬂqimﬁsﬁaada (Hritcan & Balan, 2024a; Hritcan et al., 2025) LLﬁ%szhsJLLﬁfJzymmn%awfaiﬁ
uafifnudlymiFes anududeulunisuinsdanis Routing waziinnszwesszu (Overhead) g9 dsdawasio
anuseiiios vesteyalusruuihagf fewninuideiiajatunsiunsutesiomddds Research Gap) Tng
nsAnvwanUleudieulssansamuazaisiunsUaenfovesdandnenssuuuu Push Model wuussiiuiuwua
19013038 nH 14 Overlay Network Ul Ug183LLIAR Zero Trust Network Access (ZTNA) (Cloudflare,
n.d.) TngauideiiiniauemsUszgndld Tailscale 330U Microsoft Azure uag pfSence LitponuuULaL IR
anndmenssuszuuihsgsguuuulmifiannsavhauldegradiussans amuasinzaudumsldauluguuuusing
q melddediiavenaotny CGNAT fiiinasnuideiduatiuayumaininisuagnsuszgndldan (Research
Contributions) fasialuil

1. sudmnssudssend (Applied Engineering Contribution) auaukuInIeansiamssuy nseds
WUURANNEATY (Hybrid Monitoring Architecture) 7 anusaldnalnauuu Pull Model 489 Prometheus H1u
wn3et18 CGNAT lalnglidndudesanesnaisisuy

2. A1UN1TATIENTUUTeULTIgY (Comparative Contribution) 3nviveyaiieusednty (Empirical
Evidence) tilew3eusite usad¥a I n1svasaszuu (System Overhead) aumiiaslumsudaiiou (Latency)
wazAatiusvasdaya (Data Stability) szvinaesandnenssuiileativayuns dnauladanalulaglussdng

3. Aungud (Theoretical Contribution) ¥818Y8ULIALUIAA Zero Trust Network Access (ZTNA)
1Ugfifves Observability lnsuandlifiuiinisideureuuudsiinuvaalnun (Identity-Based Connectivity)
ausaannNutaLgIsEnIenainfalaya (Reachability) wazausiuntlasndy (Security) TuinSatedill
Wndetle (Untrusted Networks) léegnsfiuszansua

2. IngUszasAsuITe (Research Objectives)

1. WleWaunazeenwuussuuLsz S aUssans annuazanulasaseliaiunsarhausues oo
Fo911n CGNAT 1aa3s

2. W efnwnazUsziduUszansamaartnenssuwuy Pull Model 7 vn91un1u Overlay Network

(Tailscale)
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3. Wesuguanuwana19vedan1dnenssy 2 jUwuy (Pull Model H1u Tailscale fiu Push Model
wuunaay) Tu 3 aundfgy Ae Aulszansnin anuneailunisidufoulazauAuUasnse

3. NINUNIUTTUNTINLBLNQEfNAETa4 (Literature Review)

3.1 LUIAALAZUANNITVDITZUUATIAAANIY (Monitoring Concepts)

nsdsmuuaziihse s (Monitoring) iunszuiunisiinseunguuansdid dauduiladondndrdnyues msiih
Annuszuuliinavdunisinauaniuy CPU, RAM, Disk 1/O winiuusiluuSunvesniusiung Yaoaseluiues
asfelyal anua. (2025) spyirszuuidhszTadusmsduusnlunsszyauiaund deuflnnudemeas
veremalagitmnevaniadunsfiunuaiuisalunisdang (Observability) liisanszoziianlunsnsiany
oy (Mean Time to Detect- MTTD) uazaslaniafiansgausinuedszuu (Downtime) idsansznulagnss
sionuseLilasmagsAa (Business Continuity)

NILUIUNITVBITZUUATINAANTNANITONUs0DN T U 5 Funou Tdun 1. n1ssausandeya (Data
Collection) 2. n1s3auiudeya (Data Storage) 3. N1suanINa (Visualization) 4. N153LAT1ZY (Analysis) ke
5. MILIuABURAN13NAYU (Alerting and Recovering)

3.1.1 Uixmmaﬁ%miiwﬂu%’aga (Data Collection Types and Methods)
msnusdoyaluiuneuusnuasddniign TnesuuniBnmsuasUssinnvestoyaldded

1. White-Box Monitoring Aon1sfanuszuuannielu lngededeyaidadnaindissuuied W Al
Metrics 9nu@s¥ined Log :nueundiadu uietoyaann Database Widaelidunmnisvansesszuunisly
wazansanansainuRnURRvesszuUld 39 Node Exporter Tuemiddeilfuedosiiousziam White-Box

2. Black-Box Monitoring Aanisfinmiuszuvainaieuen tnelidndudesinszuiunisviauniegly
dulngldnseasunsiniauimsdiaunsadnidduaznovauesldiuiieds F5iierenmsinds wazdinny
Uaensvgausliideyaiideutnadialumsuidameenidu ilifammssuuanaiouen 1wy Blackbox Exporter

3. Pull-Based Model 1 u3Uluu# 58U Monitoring $asvauazid1lufsdaya Metrics 91nLA3 o3
Whamne Juszes q Tng Prometheus Tvdnnsidundn

.. Push-Based Model dugUnuudilnunvaneymadudisdedeyaldaszuu Monitoring nane 3
Prometheus sae§umsvhauludnvasdriiuduussnauilgonia Pusheateway Litnzdwsusuivhau lu
svevdy 9 (Short-Lived Jobs)

5. Metrics foyaiBsuSunaildiaussansammesszuudl 2 Ussivmdnde

1) Counter Aftifufiutudes 1 wuswudidivuivled
2) Gauge A1 @ ﬁ;mna’ﬂmnamﬁn 19 §n5INsIEU CPU

Tnedayatszinn Metrics Miuiidnifudosniuasiesonsinadunmeeda

6. Logs TauafiszymeaziBuammnisaifiistulussuy utoyafiosauazuiug udldnineinslu
mM3daiviagyszananagenn
3.1.2 m’sﬁ'mﬁ"uLLaxn'm,Lamwm’J'ayja (Data Storage and Visualization)

1. foyaiisrusmmnsniudogniafveindiussansamiiieieiensdudunarinsei lnaamnedoya
LUUBYNTULIAT (Time Series Data) dadudoyadifiananifiuteyauazarvastoyatiu 4 Prometheus 1f
oonuuugudoyailidmiunisuanmaluszuuiiendt Time Series Database (TSDB)

2. upuosa (Dashboard) denansmdnlunmiiaueteya uavuesafinnsilinguszasdndnou wazuang
foyaiiduiutmualumidenieierensueiines dsmideilléidenld Grafana WWueesdiolu msadaues
vesAuanHatayaIn Prometheus iasmnile B unaraisnuniy Ul fiugiuves Prometheus Los

[4 of 18]



—f
May-August 2026, 4(2), e3760 Journal of Computer and Creative Technology I==f I‘-_I f ISSN 2985-1580 (Print)
DOI: 10.65205/jcct.2026.e3760 Myasaeuimesuazinaluladadneassd /f’?’ % ISSN 2985-1599 (Online)

(Research Article)

3.1.3 M3leseiifeainuiiuasUaande (Security Analysis)
nnmsvrdeya dafudeya uaznis uanwasouAtsmsiesgideyafilduninfndeasdonie
Anunfvesszuulny Fasaedildifiusiusumn uwanendusivendslymiissfauazaninsanianisalls
3.1.4 nMsudaiauuaznisiau (Alerting and Recovery)
maudaftouilidmiussuuldaunsoilusa viedamstiymldfesies wasdoddsunautlaanndaua
Famsudadeuiimsuiafounueinsigldsuile lilddwmuanan Metrics iisegrafsmilidisannisuds
douiilisuduls Prometheus @l Alertmanager fisenuuuanifiodanisnisudaieufiaunsodasieludwoma
8u 9 0i1e luaAdeiflals Alertmanager densudaiiouldil Telegram
ogslsAnniluaninuindoniifidedinnsithiis (Restricted Networks) og1s CGNAT msldaaninenssu
wussRunUszaudymisesrnuannsalunsidnis (Reachability) Falugmaidenld Push-based Model
N1 Pushgateway winanwideves Hritcan & Balan (2024a) Fldifiuinaandnenssuuuu Push enauanundag
arnududoulumstanisautaenfouaznisauvesdiuniigedu
3.2 amUnenssuuazasAusznauvas Prometheus
Prometheus Toinusasavesnisiiinnussuuinsmdsazduiifonduegrann uonanmssiusm
FoyauvuSealfluuuueynsunian (Time-Series) tleuansnadoyadilsuud Sseannsafmundlfudadould
fideamasing q ldegeiemeuasduhausanfussuudy o euu Cloud wag On-Premise léogsmannvang®n
#ae lutat ot aswafisuasyauddndu Prometheus TWunniu il oflidlassdusenauiaznisyiauves
Prometheus
3.2.1 néNN19YIN91UYBS Prometheus
Prometheus M98 Walawaulviviaulud1u Monitoring laagnediussdnsanaienisesn wuuy
Wawnsulidinsiiusiusindeyaluguaes Metrics wuu Time-Series Data i n15ifiu Metrics Information g
#1 Metric Suagiin1zssy Timestamp was Record Foyalidae sl Option Tun13seyuuy Key-Value Pairs lag
\38n31 Label ¢ Data iU Metric ¥84 Prometheus (Prometheus, n.d.)
vdnmsvhaiidiaues Prometheus Aon1svinuluguuuy Pull-Based Model 1uns# Prometheus
Server LilUflsdoya (Scraping) 9niaiestimsneduszey o audmuaaiveslwd Config Agdarnenls s
Config Fnihdulug YAML Format Tne Prometheus uwdsudnmisvinemundn « I
1. m3viudeya (Data Collection) Walandnwes Prometheus @an13 Scraping Taya Metrics 911
wdsamneitvualilngazds HTTP Request LUt Endpoint #iedn /metrics ustay Target mnuaaniinaly
1.1 Targets fia Service #39 Application 15790901592 Monitor Feagdasiianiiin Endpoint
/metrics \ifel¥ Prometheus L%’Wuﬁﬁ%'auablﬁ
1.2 Exporters A3EI7 U9TTUY 1Y Database, Hardvvare %139 Message Queue ) Taidi Endpomt
/metrics uilisnanunsalilusunsusanansiiendn Exporter I¢ @1 Exporter agsihmihiifedayanszuutiu
uduvadliegluguuuuil Prometheus inlaldreuazitiaiiu /metrics Endpoint 19 Prometheus hsnfsdioya
UBn# wiantinenssuiiasdlidmnesmumusdnnmsisoyaldios (Load Control) usilusuAdediiiusnd
wuiilassdrauuuiavdumariufidelnunumenisegudsszuu NAT wie Firewall flsiaygelisinsidense
41441 (Inbound Connection) dafiuussifuvdniisuideisariuudla
an1ilnenssuuuy Pull-Based Model fiafifin Prometheus x1duguédnansiiyindioadudeyaain 7
Tatwaganunsansvaeulaviuiivinidmanelnuidymuas aunsofsdoyala
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( = Service discovery Prometheus )
J‘ Short-lived , r : alerting 4 pagerduty ‘
jobs . \ J
kubernetes file_sd i )
push metrics = : Alertmanager |- -“ Email ’
atexit </
T discover
s targets * notify
'{ etc ’
Pushgateway Prometheus server
. push
] ; alerts
pul! S—— ‘ Retrieval { TSDB « ‘ HTTP
metrics ‘ | | server

PromQL

g X .| Prometheus
web Ul
. x .
‘ Jobs/ Node M Grafana Data
N ‘ R visualization

exporters
and export

Prometheus

Figure 1. Prometheus Architecture

Source: Prometheus (n.d.b)

2. n1sAunndInug (Service Discovery) mnflaninwind oudi dudoust 13 Microservices 3o
Kubernetes n15f1ua Targets WuuAl (Static Configuration) 8199 llagmningiz Service s q 819xdins
@519 au w?aé’wﬁa&uimaamnm Prometheus 3flaruanunsaidenia Service Discovery wiafuwm Targets 719z
¥1n13 Scraping laaenednludf 1y

2.1 Kubernetes Service Discovery @u135aAu Pods wag Service ey Cluster v
Kubernetes leilo9

2.2 Consul Service Discovery Mfuszuufiamzideu Service 13U Consul

2.3 File-Based Service Discovery 81utaya Targets 91nbna JSON %30 YAML Faanunsosuanle
AABALIAT

3. m3dafiudieya (Storage) Teya Metrics fignasunazgninifvadlugruteyaiiosnuuuaiiieteya
WUU Time Series Inglangisenin Time Series Database (TSDB)

3.1 Data Model oyausiazynazgnszysiey

1) Metric Name Fovasendin 1 http_requests_total (#1142U Request Havian)

2) Label Key-Value Pairs ﬁleﬁsuq ﬂqma“ﬂwmwm Metric ‘ﬁyu 9 1% W method="POST”,
endpoint="/api/users” yil¥isasnsansesazinngudeyaldog1sangunsvasuidasaives Label 1a 4
agfiaindu Time Series Tualviudl

3.2 Sample Yayausiazanlu Time Series Usznausg

1) float64 value A1UBY Metric

2) millisecond-precision timestamp wmﬁﬁwﬁwaﬁu TSDB 994 Prometheus Qﬂﬂ%"ULLm
wlvdafuuardudutoyaussinnildesmaiiuasiivssdninngs

4. nsduRuteya (Querying) e PromQL wletiudayalduda 151anunsaduiunazihdayaun
Ainserlalagldniwiifiidedn Promal (Prometheus Query Language) %!ﬂLﬂuﬂ’w’lﬁlgﬂaaﬂLLUUNWLW@VT’N’W
U Time Series Data Ingiawizisaanseld Promal s
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4.1 1en (Select) Time Series idoen1slnedned391n Metric name wag Labels
4.2 304 (Filter) Yoyanuitoulusing
4.3 734 (Aggregate) Toya LYW MHATI (sum), Aade (ave), ANEaER (max)
4.4 funm Sasnmswasunlag (rate) n1sAnnI1sal (predict) ) uarilerdusu 9
5. Msudaiiew (Alerting) uenantiu Prometheus Ssanunsafmundeulunisudaiiou (Alerting
Rules) lasne Taen1sieu Rules A28 PromQL
5.1 Prometheus Server 9gvhn1sUszanana Rules fsiwmiunlilutasnaniidmun
5.2 dledoulunsefu Rules fifviun Prometheus azdwdaiouluddndruusenauiliiondn
Alertmanager sviuti#isu Alert 10 Prometheus Server u&13nn153wing 1 Festeluil
1) Deduplication saum3udafiouiiedousufusuiien
2) Grouping danaumsidafouiiiedesiu wu Jamilinan Cluster ety
3) Routing dsnsudaieuludadeamsiigndies 1wy E-Mail, Slack, Telegram
4) Silencing & Inhibition ausadslansudafoutinsn wiedaddunisudafeusid ol
wasiounaule
6. Msuanana (Visualization) Prometheus 3 Web Ul d1113u Query wazgnsmiuuudng o uslaevily
wdafienldsaufu Dashboard fadu « Taelany Grafana dsanunsardeusiartiu Prometheus Wy Data Source
\fioa$ne Dashboard fianevuuaznauldls

3.3 F991MAYDITZTUULADUIBWUY Carrier-Grade NAT (CGNAT)

NAT (Network Address Translation) fewaluladildutad IP Address saanIornanielu (Private IP) 19
1P Address wouin3atienisuen (Public IP) i elviresfinnefuazgunsalluiaietnsamsnidousafy
Sumesidnnieuenlacie Public IP tislefitfen

NAT fvaneguiuunsvinnu Taoudn 9 asudslddsd

1. Static NAT 18unn3dug) Public IP #u Private IP nilsseniisegsamsinldfiuidsniesidesnisls
AU MeusnamNIaItslanaaaIan 1w Web Server 3e Mail Server Hugiu

2. Dynamic NAT iun133ug Private IP i Public IP Luu wilatendlaguiu ug Public 1P QNG
970 Pool ‘171"m%‘wlﬂﬁaﬁﬂ’lﬂﬁmuﬁa3QﬂLLﬁmmﬂ"L”i°8'"m3n LﬁaLaﬂiﬁdﬂuﬁasgﬂﬁuﬂé’ﬂﬂé’a Pool 1Uu Public IP
wuutangm

3. Port Address Translation (PAT) %138 NAT Overload Liusunuuwes NAT fifeasnniigalutlagiu
ﬁgﬂuﬂmuazENﬁmﬁﬂmﬁugmmumsuﬂm Private IP wane ¢ IP TlUld Public IP 1ieslefitien lngazld
waBLaYNesA (Port Number) iunnsinadulunisusnideyayalnuduvesneufivmesiadadlaviliusnda
Public IP l¢iunnilan

Carrier-Grade NAT (CGNAT) fen1svi1 NAT Tusgduglviuimsdumesida (SP) wiefi3unin Large-Scale
NAT (LSN) shewmmmandningiz Public IPva vesinlanliifiemesediuaiugld nisviauves Carrier-Grade NAT
(CGNAT) umsiiglsiuinisdumedidn (1SP) thmdnnns PAT suszgndldlu Scale vunlnglnelvgndmane
Truvdevians q ssAnsuued Public IP Address wigniuain Pool wes ISP Aiflmsenly nafiinduresnisieu
LUy CGNAT ﬁul,muﬁ Router fithun3oasdnsazlésu Public IP Tnensinduldidu private 1P ﬁasﬂum%aﬁhwaa
ISP 91nthu IP T zanuluvin NAT Snduiiila 1SP iileuvaadu Public IP 4391 AR NAT Fouru 2 $u

mammmuﬂmﬂumamﬂmm LUININFITBve0uI el nsznsviheuiifunasgiuves
Prometheus e Pull-based Model smudeuselumiaisstmuneldlilnense Femiddeiilduslatymeae
nsldanunIetiealoutausiusiy Tailscale
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3.4 eeandsan1lnanssu Overlay Network waz Zero Trust
MnndesfnvesnuddefiitwhlimiseinituasAnvanedseiiietudesiing emmeeen
ThuAdesenisihaninenssuuuu Overlay Network Wl uay Zero Trust iiielaandinenssuienisedd
Toawaueanuniiussansnmlanulalasinnulasnse
1. WS evgausauuudausiu (Overlay Network) fewn3ageiaiiou (Virtual Network) fignasnstu

Y
s

Fousiuin3adauuun1enIw (Physical Network) it susiaag i nadfslulanvesneufiaimes Underlay
Network fifegunsaiifinisaata o 1u aeieida aind 5unef Adousoriu dau Overlay Network #o 1a3etne
399330 (Logical Network) flas1stulngldwonduns ieifoudegunsaising q dhdefudy wietreaiiou
Tnglisndudesaulaingnsaimanduasidonsoruagndlslunsnienin veudliausadedoya unfud
\A38918 Underlay lanne
2. WireGuard Aagansiwis VPN (Virtual Private Network) uulainugasa gnosnsuuanagnasay
1 Insnaziianuvasndvgs deldsumseensuegriniawnaazgnsadidugiunisves Linux Kemel
\umsmiudtsussansnmuazanuundedie
M&NN1399ULB WireGuard HuurAndisi1aa1n VPN kuusafinegns OpenVPN #3o IPsec a8ins
duds Tnewfunrnudsudouasld weluladasfelnl vdnnisvionuanansowdeendude 4 e
1) Public Key Cryptography Juwilandn unuiiegldiszuu Username/Password 13 Certificate
fidudiou WireGuard 1438n1sadneiu SSH (Secure Shell) TumsBudusnu
1.1) WireGuard agliieni1 Client w3 Server ustazi3ondn Peer Sauindiouriu
1.2) utay Peer 93a¥9 Key Pair 4942109 5Usznoude Private Key neyuadausafifoai
1fuu gunsalvesiniesua Public Key noyuatiliuaniudsuvionandngliify Peer du 4
n5ud euseaziind ufnele Peer aoall suaniudeu Public Key fuunazs salulg
configuration 31 Public Key ﬁiﬁ%’uagfymﬁlﬁﬁamiaL%’W’ﬂ,é’f
2) a$199lu9 (Tunnel) iFeudiewlo Peer iaaasilsdl Public Key vos8ninaud WireGuard 9
a$ Bumedimmiedotneiaiion (Virtual Network Interface) Susmuugunsaiveusasistoyaiammniaduin
VPN aggndadnaniiuimesinmatioutneu
3) nMsviesiudeyauazidnsadeya (Encapsulation) i edaya (IP Packet) 3 sidunluglasd
WireGuard agvhnszuaunissoluil
3.1) W59 (Encrypt) Innsidnswadisimauaziuaie 1wy ChaCha20Poly1305 wilerd5ia
foya Viavun
3.2) ¥iosfu (Encapsulate) thifayadidrsviaudluldlilu UDP Packet nltdonld UDP unu
TCP w31z UDP finnududeutiosniuaziiiniiun wangdmsumsddeyauuu Real-Time 8819 VPN
1) dstoyarinuBumesiiin UDP Packet ivievfudeyaiiidnsaly azgndsinueiovisdumesidn
Unfluga IP Address wag Port 484 Peer Umemsfiszyliludiaoudin
5) nensauardselUdsaems e Peer Uanemnsld3u UDP Packet uén
5.1) as1adeunaznensvia (Decrypt) 14 Private Key vosilaauar Public Key vosgdiilonan
sadeyaiioginly
5.2) aamaua‘waﬂwaw (Decapsulate) \ioth 1P Packet mwaamﬂuaaﬂm
5.3) dasie IP Packet tuslalufanensiiuvinidluiaiotnonielu
nspvaunsinaliifad uegemaniuarlivineinsiad eadesuin vl WireGuard i
Uszavisnmgauazifuiilionndn VPN LUURAL
3. Tailscale Aausnisfiasruasedredusaaiiou (Virual Private Network) n3efitienin Overlay
Network Fusldegnsiene itedouregunsninniaies wu reufiuned Insdwi @nines Wdetuaghs
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Uaend ldirgunsaimariazegitlnululanfiniu wWisuiadiounisassdumesidndiudtualinniad os
voafunardemstuldlnensunilousglurs LAN feniulnglidoisdn Firewall 3o Router idudoulas
Hritcan & Balan (2024b) @i Tailscale unldiitoriuanusiunsaonsfeluaninuindsy loT lad1se ogadlsh
auaAdedanandsldlijaiuluiinisuisuiiisuUssansimideusedny (Empirical Comparison) 513N
Pull Model H1u ZTNA sz Push Model uuusaiiu Tnsianglufifivesnnumiag (Latency) uazn1ssamuved
58U (System Overhead) neliflA3atine CGNAT fifimssudsdioya Metrics athesaiilas

4. NIDULUIAAIIUITY (Conceptual Framework)
4.1 mseanuuuaaUnenssulagsiu (Overall System Architecture)
fidelddransandnonssuesnidu 2 U uuuvdn evhmsvaaeuouiieu Téun
1. godmenssunuy Pull Model /1w Tailscale 14 Prometheus Server uu Cloud (Azure) dWousiofiu
1A389 Client H1uglueA VPN[2, 3] e Tailscale (WireGuard Protocol) Lﬁaﬁﬁagaﬁa Scrape lngnsuaiou
ag Tuas LANeafiu
2. an19MunNTIULUY Push Model 1A3 04 Client 9554 Script Ll 9@ w30 Push Foyasanluds
Pushgateway ﬁ@zﬁagjuu Cloud shudumesiinansisaerdwndudeiinnsda Inbound Port 7ids Cloud Server
\iesutoya
4.2 MSAIIUANINUINADNNITNAAD
nsnadeusiiunsingldindesdiouaraninuindeusal
1. Server Side Anfsun Microsoft Azure Virtual Machine FusruuuURnis Ubuntu Server 24.04
LTS aﬁmzd Prometheus, Grafana, Alertmanager k8¢ Pushgateway
2. Client Side $1aasWiustanenedie Virtual Machine 7l vRouter (pfSense) iias1assaniniinden
BUU CGNAT
3. Software 3u 7 fil#lunsnaass 14 Node Exporter Tumsiiudeya Metric wagld Tailscale uns
@519 Overlay Network

__\('

\Gra fana / Prometheus Server Grafana
L e /L,, \w,
¥

Prometheus Serve
"
AN
7 N
{

\ W\ N N\ VPN Tunnel Wireguard Peer @%
s tallsé;-.zle _\ — N
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’
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Figure 1. Architecture Comparison Pull Model via Tailscale vs. Push Model
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VM Name IP Tailscale IP Description
Main-Server 192.168.1.140 100.87.179.19 Intel Xeon E5 2690, Ram128GB,
Storage 1TB
pfSense 192.168.10.1 - 1vCPU, Ram4GB, Storage 50GB
Monitoring-Server Azure 20.6.xx.1xx 100.88.117.65 1vCPU, Ram1GB, Storage 30GB

Tailscalel 192.168.10.113  100.127.147.51 1vCPU, Ram2GB, Storage 20GB
Tailscale2 192.168.10.114  100.116.144.14 1vCPU, Ram2GB, Storage 20GB
Tailscale3 192.168.10.115  100.100.234.23 1vCPU, Ram2GB, Storage 20GB
Pushgateway1 192.168.10.110 - 1vCPU, Ram2GB, Storage 20GB
Pushgateway?2 192.168.10.111 - 1vCPU, Ram2GB, Storage 20GB
Pushgateway3 192.168.10.112 - 1vCPU, Ram2GB, Storage 20GB

Table 2. Software Details

Software Version Description
Ubuntu Server 22.04 LTS Primary Operating System
(szuuduRnIIvian)
Prometheus 2.53.1 Metrics Collection and Storage System
(SEUUTIUTILLaYILAULLASN)
Grafana 12.0.2 Data Visualization System
(sruvLanINataya)
Node Exporter 1.9.1 Metrics Collection Agent
(Agent 57UTLUATN)
Pushgateway 1.11.1 Gateway for Receiving Push-Based Data
(Gateway dwsuSudayauuu Push)
Tailscale 1.88.3 Overlay Network Creation
(@5191A39918 Overlay Network)
pfSense 2.7.0 Virtual Router and Firewall

(Router wa Firewall wa@ilaw)

5. 35aHueUIY (Research Methodology)

5.1 MaiusIUTIULasInTidaya
myianauvseaniu 3 TAvestoya ik
1. 715298352UU (Systemn Overhead) San1slémsnensia3aa CPU, RAM, DISK /O waz NETWORK
/O w041A3 83 Client Tneld@1de SAR (System Activity Report) vt v ufinua Tuaniug Baseline vaua3 84
FSnesuarivuaUanemeiivhenlusausUnfindandernuazfings Node Exporter 13audasuazdanisldnu
Tailscale uae Push Script Viftei3ouifiouiu waldeu Pull wag Push Model Tnsifudeyarieiiosiomn 3
a0z aauray 4 Yalus Tneiuiaeieadsrneiuasinundanemaiounsandu 24 $alus
2. AMtIaveenskaieu (Alerting Latency) Inen1sduniansausszuuisusiassanunse]
An Unf (T1) audaiandt Alertmanager n53aWU (T2) waziiandi Teleeram esunisudaiiou (T3) witew Total
Latency dnsudsiildsassanunisaflunsnadeunisuiaiioulns 1/ds stressne Wionadeusu CPU
U RAM @2 Disk azdrasslaenisadralidvunalve) way Network agldends iperf3 Tunisnaaeu laenis
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nagpuAIMLawesnsud aieuilildusuaile o Wiandia (Default Configuration) vilsiaanit Notification
Latency (T3) asvanvasdunaridndeulues Alert 7 3 wiiivde 186 Junit ielduadns Hanuaudrazaiun
WAaAY (Average) uazA1ALLT B ULNINTIIU (Standard Deviation) 1sudsiiou azdrassaniunsel
Ve & f1ufle CPU, RAM, DISK waz NETWORK uuseanilusiassiia Pull Model #1uaz 10 aSauaz Push
Model §uar 10 aSasanduiionun 80 adamsudaiiou

3. Ussiiudumnudaendensleues Sinseivszdiutesinisuanulasnsouazanudidede
vansdedeyalagaruniulaenivvessruuagiasiesiluinseUseyndld Zero Trust Network Access
(ZTNA) m3tugdiusinu (Authentication) nsid1swadeya (Data Encryption) ANUEEIINNISAIN(Third-Party
Risk) wazAuLdssaInnsanatunelu (Lateral Movement Risk) tugu Tagldiiuleddliuinisuanumesn
(whatismyip.com) kagIiAT1eiiBennnm Qualitative Analysis AuvIgus) (ZTNA)

5.2 Process NS2UAUYINIUYVDY 2 dardnenssy

T T =
On-Premise Infrastructure (Behind

| Pull-based Model CGNAT Erric)
User&Notification Clients (VMs, Push-based Model
L - pfSense) l
Admin i Node Exporters [¥] — ™ Clients (VMs
% | Pull Metrics l *
k pfsense)
pull Metrics via x Mode Exporters
Taillscale |_ e e e R e _‘_ — _l_. _/“ — il e _-l
L ! |5 =4
Microsoft Azure Virtual Machine s
View % 7= 22 "
Dashboard - — _| Prometheus Server .§ Pull Metrics ’ Push Script
™~ On each client |
Alert Re|su|t Scrape ’ { ! |
I | Grafana Prometheus ’ |
Alerimanages Dashboard Pushgateway ' |
E Push Metrics via
J N = I - internet J

Sends Notification
Figure 3. Data Flow Diagram

1. nszvaumsvihauvesandnenssuwuufstoya (Pull-based Model)
an1dnenssuiiddnuagnishandi Prometheus Server iugudnansnosmuauLazEINTYINL

savn Fatunousiolui

1.1 N33UILNSI3UFL Prometheus Server Aviaiuaguu Azure flsivinns Config lol37niilefis
nandifnuals (Scrape Interval) Prometheus azdeA1vataya (Pull Request) T uaseadmunefideanis
Anmna

1.2 Mmaideusio Avesinanazgnasinuiaietisdiuiives Tailscale AvimiidiUuglued Tuns
deansivasnsfouazidrsiateya (Encrypted Tunnel) hlanansadousefuindsatmungldlnenss usin
Lﬂ%‘lmﬁ?u%ﬁ’muagiwé’d pfSense w3ata311AI09 CGNAT AR

1.3 M3neuauas e Node Exporter vuadssitmngldsudive azvhnssunuteyamnin
AnuLANaNvBNARS 1U CPU Ram uédsnandy (Result) lUds Prometheus Server riuglusdvas Tailscale
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1.4 myUszananauaznsuansea 1o Prometheus Server lafuteyaiuninud azvinisdaiiu
8951UT 0 Aa0UNTULIA1 (Time-Series Database) Wa¢ Grafana Dashboard 9¢@ 9983 @ (PromQL) 311
Prometheus Server thluuanamaLdunsivluazinsauaui Admin arunsodiumsaaeuls

1.5 maudaitou mndoyaumrinildsuiafaundviolidulunungfidsls Alertmanager 2z
wih fidanisudaiiou (Send Notification) Tugsesmaiidvualy 1wy Telegram el Admin Sunsuiistywm

2. nsrvumshnuvesanlngnssuuuudsdeya (Push-Based Model)
antlnsnssuiidnuurnisiouiidunnedeatvne eudasedoadmnedutiilunisds
foya vesmuiedluiifanarsiitmun Pusheateway fetunousioluil

2.1 nspvuMIENiY Inseathvsneudaziedes iefisseunariinunyes Push Script fiadidlias
Mauenlud

2.2 MITuTILMazasdeya Push Script axvimsAdeyamninangnain Node Exporter fiviany
98 ULLAT DIVBINLLDY D1NTUILYINTT Push Luadn FoyatunueIovwBumesidn TUs Prometheus
Pushgateway

2.3 fnannsiudeya Prometheus Pushgateway %ﬁﬁwqwua&_juu Azure agvhmtinilusinans
Tumssudeyamainangaiiaiesdmunsusagiedosden

2.4 M3sIvTImteya Prometheus Server azlsiifonsafuinioatmunglasnss usazviinisi
foya (Scrape) 110 Pushgateway dsaglutaietieifioaitu esiurudoyauniniiomaulifdanang

2.5 MIUTTNIANE wansHa waznsudaiiewdle Prometheus Server la3utayadn Pushgateway
nszuuMswdefazmilouduantinenssuuuy Pull-Based Model ynuszms fe Foyavzgndnifiulu (TSDB)
wazilUuansuauu Grafana Dashboard wniindgmn Alertmanager fagdsudaiouluss Telegram

6. Wan15338 (Results)

[

6.1 nan1sauILazasnuUUszUUs TsUsEEnS mmnazauUasadeliaunsarinaurtuas e v el
Fa311in CGNAT ldase

NMIRIAIEUUNUT Prometheus Server a’lmimam’mﬁaaﬂaLucﬂ%ﬂmmﬂ%‘aqLﬂmmaﬁgmmgmmﬂﬁ
dSanazanunsaditeayafing 13U uanINauL Grafana Dashboard ié’ﬂmsﬁwasLﬁﬂ@%uﬁugmmauwiax 130
\Whwane Tailscale Ailduotimesli Insanunsadongineazidendn o vewsaziedodldfonsidonieniowie
Instance tUvang

nce  100.127.147.51:9100

~ Quick CPU / Mem / Disk

CPU Busy sys Wi CPU Cores Reboot R.. Uptime

1 N/A 3.5 hours.

ROOtFS T. RAM Total SWAP Total
1068 268 268
Basic CPU / Mem / Net / Disk

CPU Basic

Figure 4. CPU, RAM, Memory, Network Traffic, and Disk Space Details for Pushgateway Target
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6.2 nan15AnwwazUssfiuyszdnsanaadnenssuuuu Pull Model #ivi191us1u Overlay Network
(Tailscale)

HANISIATIZANITEUBITZUU (System Overhead) mﬂmiu‘m‘ﬁaaﬂaé’wm%aﬁa SAR WU @atnenssu
W 2 wuvadremseliiuedeannsnstuegetaeu Tag Push Model ldmdnennstesniiunn esndums
5u Script dsfoyatduseu « T Background Service Fivhaunasaanmiiew Tailscale vasils Pull Model
nalSsuBunSneInsan Table 3.

Table 3. Comparison of Client Net Overhead relative to Baseline

Nn3nens(Metric) Pull Model (Overhead) Push Model (Overhead)
CPU 2.31% 0.48%
RAM 9,348 KB 5,031 KB
NET (Transmit) 36.54 KB/s 2.64 KB/s
DISK (Read) -17.96 KB/s 45.58 KB/s
DISK (Write) -113.70 KB/s 61.11 KB/s

NHANINAADLIALIN Push Model a5z audiiiuiuain Baseline tiosnin Pull Model ssdu CPU,
RAM waz Network (Transmit) @audvsu DISK wiiesannnisldmids sar -A -o baseline.dat 1 14400 103 o948
JuiinAag Disk ﬁy’mmnﬂfamﬁ Fevilvien Disk imnuiiuriugsdndadauns Network (Transmit) Pull Model &
anssuiigendh Push Model oehailifodidy

Table 4. Comparison of Server Net Overhead

Resources (Metric) Pull Model (Overhead) Push Model (Overhead)
CPU 3.11% 3.12%
RAM 436,230 KB 424,404 KB
NET (Transmit) 50.11 KB/s 67.17 KB/s
NET (Receive) 6.38 KB/s 28.89 KB/s

Tod9nnn198a7U CPU RAM Ul Server Tna tA i ukangAnssu Network a5at1uiu lag w113 Pull
Model fin15zv83 Network i TX 11nn31d3u Push Model 215889 Network fu RX 11nn

6.3 nan1sIguisuauLANAsYasan1dnenssu 2 sUuuu (Pull Model W1y Tailscale fiu Push Model
wuusaiia) Tu 3 fudlddey fo frulszaniam arumasanlumaudafeunazduanuuasnde

HAN1INAFBUAIINNUINIAIUBINITHT UR Y (Alerting Latency) Tuatuadnusalunisneuauss Pull
Model viladninagraiuladnlunnnisnaaey wu lunsdvagau Disk Usage wudn Pull Model Tdaauds
\Wou samiedy 199.7 Jund unigdl Push Model 1daan 217.5 Tu1#t aumawdn 9 11270 Push Model #osds
Foyalum dInataneude Pushgateway Nouv1lilinAI1unUIIAALAULALTOUNITHI9IUYBY Script
NAN15338 #4 Table 5.

MuATeiilen Notification Latency (T3-T2) AnsiviiuaInnsagoUsIain 4 dusuau 80 ads
woniie 2 an1daenssudl 186 Juniinde 3 it 6 Juriilunnniamaaey 1 esun91nANT uFY (Default
Configuration) va4lwa Prometheus I imunl5aand

HaNTIRTIERsuAIUaendenalaues A Table 6.
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Table 5. Summary of Notification Latency Test Results

Architecture  Resource Detection Notification Total Total
Type Latency Latency Latency Latency
Mean(s) Mean(s) Mean(s) (StdDev)

Pull Model CPU 459.5 186.0 645.5 28.27

RAM 39.7 186.0 225.7 50.61

DISK 13.7 186.0 199.7 4.72

NETWORK 18.4 186.0 204.4 3.75

Push Model CPU 483.1 186.0 669.1 29.28

RAM 67.3 186.0 253.3 43.52

DISK 31.5 186.0 217.5 5.44

NETWORK 83.7 186.0 269.7 47.68

Table 6. Cybersecurity and Zero Trust Architecture Analysis
Evaluation Criteria Pull Model Push Model

1. Attack Surface
(F09N9NSLANR)

Low (Strength)
No ports are exposed to the

public.

High (Weakness)
Port 9091/TCP must be opened to receive
data.

2. Data Encryption
(Mswsiadoya)

Yes (Automatic)
End-to-end encryption using
WireGuard is enabled

immediately upon installation.

Supported (Configuration Required)
The default connection uses plain HTTP.
TLS/SSL can be enabled by creating a
certificate and manually configuring the

system.

3. Authentication
(M35EUSUAINU)

Yes (Enforced)
Users must authenticate
through an Identity Provider

before accessing the network.

Supported (Configuration Required)
By default, the system accepts data from
all sources. Basic Authentication or a
Reverse Proxy can be configured to

enforce password-based access control.

4. Third-Party Risk

High (Weakness)

Low (Strength)

(mwmﬁlmmﬂmi The system depends on The system is self-hosted and operates

WQWW) Tailscale’s Coordination independently without relying on external
Server. If it becomes servers.
unavailable, nodes cannot be
paired.
5. Key&Cert Platform-Defined Admin-Defined

Lifecycle Tailscale enforces a key-expiry Certificates have expiration dates, but

(ﬂ’lﬁzmiﬂﬁﬁﬂm) policy for security. If the key is  administrators can renew them manually

not renewed, the connection
will be terminated

immediately.

or configure automatic renewal.
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Table 6. Cybersecurity and Zero Trust Architecture Analysis (Cont.)

Evaluation Criteria Pull Model Push Model
6. Lateral Medium (Weakness) Low (Strength)
Movement Risk If a client is compromised, it Communication is one-way. The client
(mmt,?immﬂms may be used as a pathway to only sends data through the designated
Qﬂa’mmﬁﬂu) access the server, especially if channel and cannot access the server
Tailscale ACLs are not through other channels.
properly configured.

7. Network Access Compliant Supported (Configuration Required)
(ZTNA) Tailscale’s network The default architecture is perimeter-

(ANEDAAR DI connections follow the ZTNA  based, but it can be upgraded to ZTNA by
Zero Trust) principle of “Never Trust, using mTLS (Mutual TLS) or an
Always Verify.” Authentication Proxy to verify every
request. However, this approach increases

management complexity.

MnMTingiRansmadeuLd ssiut asiiulddn Pull Model Hnu Tailscale fiarunadosvesdoyai
undeiondt wasfimuasnfomilawedunnitlunsdianiuduia 2 anidinenssuidesaindGusiures Pul
Model lsidiusioadianesila 9 gansisas @ Push Model dndudoadomosn 9091/tcp 71 Server Liosasu
foya 91nLA30a Client Whmane

7. @3Unan13398 (Conclusion)

NMIAnweankuUiTRuIkaziUTsuisuan nenssussuuidhselsusedninmuazanulasnie
Nugruresszuvasaumad i 2 an1ilnenssudae Software Prometheus lén am{]mﬂﬂiimwuﬁﬁam il
Uszgndlfiaietiemuuudouriuiie Tailscale wazanilnenssunuudsdoyasie Pushgateway tiavmuuImig
‘wmmuawamamﬁumiw’mumsﬂm Carrier-Grade NAT (CGNAT) 1AgIANAIINNITLYDITEUUAIUNUINIAN
maudafounassumuaendelees drasunamavnaeudall

1. AUN1TEITUTBITZUU (System Overhead) Push Model fiaszauuuades Client fisnnan Pull
Model Tuynanumsainaaeuiilesaniinmsdsdoyasgrazoudelasiilidesiu Service 1n 9 1inasnnaas

2. shunrimhsnailunsudadiou Pull Model finrundalumsmeuaussiivilondn Push Model Tu
nnanunsainIadey SedlRiduistenandsussminnisussndanineinsves Push Model fupandily
NIRDUALDINITHALADUYBY Pull Model

3. fruanuaensensleesasdiuléd Pull Model fanuvasadefiduiuguvesanitnenssu
"1 Push Model iesaniidfiugiufinisdnnsiieuasdauuaensofifuaisuduiianidinad siauuy
End-to-End #ae WireGuard dusna Push Model fifnisuduiiuguildsstonisgrlasfunnniusiidedide ns
Jansiiudass

8. aAUs1eNan15I38 (Discussion)

NNsAnwUIsuiisuan1ngnssu Pull Model uaz Push Model Vi3 deAunudawaniufisud
wiAtlA 3 {6 dsedusglanuil
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8.1 HRAIUNITTIUVDITZTUURASNINGINS

nansageutlidiuin Push Model fiuszdnsamlunisdanisninensiuilondt Pull Model Tngsl
§n39n1514 CPU way Network Bandwidth sndradnsiidunaduiiosunannalnaniseuuszaanadu
59U Batch Processing 484 Push Script Y9 unusaukd1aun1svhauluseen Pull Model Aisndudesdu
Tailscale Daemon n3egniinsiiaegmasaiaileousoglusdiedetisuazmsithsiatoyaiiouantunismeg
Huszuuaietieneld CGNAT dmsunisusuldnulusedussuvanelngfifivunUaienisdiuiumnn win
Fudussadenldiuguuuu Pull Model misfinnsandsuseu nsistoya (Scrape Interval) Timanzauiuaany
d1Agyas Metric wield Prometheus Federation iienszansn1seauves Server LL@%EJW%LU?EMEULLUUMS
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Figure 5. CPU Utilization of Pushgateway Target After Closing Port 9091 on Azure
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